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The CERT-XMCO offers 2 types of monitoring.

Technical watch
Bulletins are associated with products/technologies:
• the discovery of vulnerabilities ;
• publication of patches;
• publication of exploit codes.

Environmental watch
Bulletins are not associated with 
products/technologies. They deal with:
• cyber security news;
• publications by researchers
• current attack campaigns;
• CERT-XMCO management bulletins;
• ...

Types of bulletins
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Step 1
Click on the top right menu, then My Account and finally Preferences.

Step 2
Define the parameters related to technical and 
informational intelligence

Technical Watch

Choose to receive all technical bulletins, or choose to receive only 
the bulletins concerning your perimeters. You will need to be part of at 
least 1 perimeter to receive technical bulletins.

Environmental Watch

Choose to receive all newsletters, or use the filters to restrict newsletters 
by criticality, type, or specific tags.

Configure the reception parameters
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Step 1
Click on My Perimeters

Step 3
Fill in the available fields and click add to confirm the creation.

Users added to the scope will receive bulletins about the technologies 
associated with that scope.

Users with "read/write" access will be able to remove any technologies or 
add new ones.
This action will not be possible for a user with "read only" mode.

A scope is a collection of technologies and users who wish to monitor them.

Create a perimeter

Step 2
Select the perimeter to
be modified
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Step 2
Select the perimeter to be 
modified

Step 3
You can access the list of 
technologies associated with 
your scope via the "Deployed 
Technologies" tab.

Step 4
Click here to add or remove one or 
more technologies.

Step 1
Click on My Perimeters

Adding technologies to follow in a perimeter
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Step 1
Click on My Perimeters

Step 3
Click on the Users tab

Step 4
Click here to add or 
remove users.

Step 2
Select the perimeter to be 
modified

Adding users to a perimeter
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Step 2
Click on Preferences

Step 3
You can filter the 
technical bulletins by 
criticality or by type.

These filters will affect all 
users in the scope.

Step 4
Here you can choose to generate action tickets (depending on the type or 
criticality of the bulletins) in order to feed the action plan associated with this 
scope when a Watch bulletin is published.

You can find your action tickets and follow their evolution in the Action Plan 
tab, or directly in My Action Plan in the side menu.

Step 1
Click on My Perimeters

Configure the reception filters for a perimeter
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According to my preferences on the left, I will receive all INFO 
and XMCO newsletters with the criticality "medium, high and 
alert".

For INFO bulletins, I will only receive bulletins with the tags 
Finance or Legal.

According to my preferences, the reception of technical bulletins follows 
the parameters defined within my perimeters. 
The perimeters I am associated with will determine the list of technical 
bulletins I will receive.

Example of configuration (1/2)
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I am part of the "database" perimeter which includes 3 technologies (Elasticsearch, 
MongoDB and PostgreSQL).

I will therefore only receive technical bulletins referring to these 3 technologies.

My "database" perimeter preferences 
indicate that I will receive technical 
bulletins of type PATCH or VULN and 
with High or Alert criticalities.

Example of configuration (2/2)
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The action plan gives you access to all bulletins issued by CERT-XMCO since the launch of the monitoring service

Click on the title to view the action ticket

Consult the action plan
Multiple 
modifications

XLS 
export

Display 
options
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The XMCO database gives you access to all bulletins issued by the CERT-XMCO since the launch of the monitoring service.

Filtres de recherche

PDF export

Click on the title to open the bulletin online

Consult the XMCO database

Send by email
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Associated XMCO bulletinsThe CVE vulnerabilities come from the official MITRE database

Search filters

The CVE database allows you to search for vulnerabilities associated with a specific version of a technology, as well as XMCO bulletins that have 
addressed those vulnerabilities.

Consult the CVE database
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The Technologies database allows you to browse all the products and vendors monitored by the CERT-XMCO for the cyber-security watch service.

Technologies monitored by the CERT-XMCO
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The statistics page allows you to obtain information and KPIs on the bulletins received during a given period.

Consult the statistics


